
Distributed system for blocking cellular and wireless systems "chameleon"
 
Usage of cellular phones in the places belonging to cultural institution - theaters, museums, concert halls and cinemas, seriously prevents compliance with silence during cultural events and can be considered as violation of moral and ethical standards. 
In addition, mobile communication systems can be used by terrorists to remotely detonate explosives. Hence, blocking cellular communication is not only important in accordance with the moral and ethical point of view but also for security purposes.
It’s worth noting that the blocking system, being offered by “KABEST”, fully complies with the currently effective standards of hygiene and emitted signals’ power does not exceed that of the base stations installed in such places. At the same time, the system does not block cellular communication in the neighboring buildings and does not create any kind of interference in the environment.
“KABEST” is offering a unique solution to ensure peace and security during cultural events.
SOLUTION DESCRIPTION

To effectively secure voice and data in modern cellular mobile networks and wireless access systems, entirely new systems named “CHAMELEON 2-3G” and “CHAMELEON 4G” are developed. These systems were modified keeping in mind the limitations of previous models and modifications being implied on cellular mobile communication systems standards and wireless access systems standards. 
“CHAMELEON 2-3G” and “CHAMELEON 4G” act as the base to build a distributed blocking system which allows arming a building (or its parts) with several rooms, offices and halls, where it is necessary to block the mobile phones and wireless access. 
Each of premises is equipped with a separate device. Each device is dedicated to block any kind of communication in that particular premise. All the devices are interconnected over LAN using RS-485 (EIA/TIA-485) interface. 
Information about any violence, airing of cellular phones or wireless access equipment, is send to the central controlling server with a time and bound stamp over RS-485 to provide real-time control of the system.
Additionally, control program allows:
· Remote switching blocking on / off.
· Remote adjustment of blocked zones.
· Remote diagnostics of devices.
ADVANTAGES
A distinctive feature of "CHAMELEON" is absolutely low power blocking signal as compared to that of other blocking devices all together. This feature is achieved by generating our “know-how” blocking signal. This feature enables "CHAMELEON" to effectively control with any number of devices.
“CHAMELEON” CLIENTS


Government offices


Army offices and buildings


Commercial companies


Distributed system for blocking cellular and wireless systems "CHAMELEON" is designed for big conference halls, meeting rooms, and, top manager’s offices.














OLD GENERATION BLOCKERS


In order to prevent information leaks via GSM and CDMA, old time blockers used the principle of “aimed” or “fenced” interference. But blockers with “aimed” interference in GSM are working in “fenced” mode, since the operators, almost everywhere, imposed frequency hopping mode. At the same time, “fenced” blockers generates the signal to block the whole working band, and most of the radiated power is wasted on base stations’ non-existing channels.


To confidently block signals of UMTS, Wi-Fi and Wi-Max, blocker should relay the blocking signal, forbidden by the standards. “Fenced” blockers for these standards are highly inefficient, since these standards use interference free intercommunication encoding.





ABOUT "KABEST"


“KABEST” was founded in 1999. “KABEST” holds a strong position in Russian IT and security systems market. The company has implemented a number of unique IT & Security projects for public sector.





“KABEST” is a part of the ASTEROS group, a leading systems integrator in Russia Federation.








www.kabest.ru
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